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How standards drive business

= History of PDF
= Umbrella of standards
= Focus on: PDF/A, PDF/UA, PAdES, PDF 2.0, next-generation PDF



Speaking the same language

3 How standards drive business

Not being able to understand each
other is a punishment, NOT a business
model!

Standards are about speaking the
same language!



History of PDF
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1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 _ 2010 _ 2011 _ 2012 _ 2013 2015 2006 2017
I T | —
Adobe PDF 1.0 June 1993 43 tables, 42 figures
Adobe PDF 1.1 23 January 1996 302 20 references
Adobe PDF 1.2 12 November 1996 394 137 tables, 86 examples
Adobe PDF 1.3 July 2000 696 223 tables, 73 figures
Adobe PDF 1.4 December 2001 978 277 tables, 20 color plates
Adobe PDF 1.5 August 2003 1172 333 tables, 70 figures
Adobe PDF 1.6 November 2004 1236 370 tables, 80 figures
Adobe PDF 1.7 October 2006 1310 389 tables, 98 figures
ISO 32000-1:2008 (PDF 1.7) 1 July 2008 756 (A4) 78 Normative References
ISO 32000-2:2017 (PDF 2.0) 2017 970 (A4) 5836 “shall”, 411 “should”

4 How standards drive business -I- ><-|-



PDF: an umbrella of standards

Portable Document Format
First released by Adobe in 1993

ISQ Standard since 2008
ISO 32000

CPDF/AD

graphic arts archive engineering printing accessibility ~ * EcmaScript (I1SO)
PR 0

Since 2001 Since 2005 Since 2008 Since 2010 Since 2012 ¢ @

ISO 15930  1SO 19005 ISO 24517  1SO 16612 1SO 14289 ZUGFeRDT(DIN)
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PDF/A

ISO 19005: long-term preservation
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Goals and concept

ISO-19005,
Long-term preservation of documents,
Approved parts will never become invalid,
Individual parts define new, useful features.

Obligations and restrictions,
Metadata: ISO 16684, eXtensible Metadata Platform (XMP),

The document must be self-contained:
All fonts need to be embedded,
No external movie, sound or other binary files.

No JavaScript allowed,
No encryption allowed.
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Versions

PDF/A-1 (2005):

based on PDF 1.4,

Level B (“basic”): visual appearance,

Level A (“accessible”): visual appearance + structural and semantic properties (Tagged PDF).
PDF/A-2 (2011):

Based on ISO-32000-1,

Features introduced in PDF 1.5, 1.6, and 1.7:
Added support for JPEG2000, Collections, object-level XMP, optional content,
Improved support for transparency, comment types and annotations, digital signatures.

Level U (“unicode”): visual appearance + all text is in Unicode.
PDF/A-3 (2012):
Based on PDF/A-2 with only 1 difference: attachments do not need to be PDF/A.
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ISO 14289: Universal Accessibility
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Accessible PDF?

File Edit View Window *

fril,Cnealtlev | @ 2] . ( Customize ~ | Iz'

® ® / 59| Tools Sign Comment

WORKSHEET 4 : CAPACITY INTERVIEW
Step 1. Explore the person's awareness of his/her present financial/personal care circumstances.
(See worksheets 1 or 2)

Step 2.Identify areas of unmet need. (See worksheets 1 or 2))

Step 3. Explore decision-making within those critical areas identified in Step 2 in which
there is verified evidence of marginal or unsatisfactory functioning.
(Complete the following sections A, B, and C)
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Structure and Semantics

11

File Edit View Window Help *

fril,Cnealtlev | @ EI & C% @ | {8} & B & Customize - | Iz'
® @ [ss]rso| & [ = @ [wx]-]| B B | Tools | Sign Comment

title > WORKSHEET 4 : CAPACITY INTERVIEW

||St |te m > Step 1. Explore the person's awareness of his/her present financial/personal care circumstances.

(See worksheets 1 or 2)
1 * 4

Iist item > Step 2.Identify areas of unmet need. (See worksheets 1 or 2))

-

Ilst |tem > Step 3. Explore decision-making within those critical areas identified in Step 2 in which

f there is verified evidence of marginal or unsatisfactory functioning.
(Complete the following sections A, B, and C)
Label Content
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How to read this cha

rt?

Functioral Leadership
5

Taxation

Commercial Acttes ";

Risk Mgt

Finance Contribution to IT Mgt 2

Business Planning & Strategy

Mgt Information & Business Decisidn
Support

Mergers& Acquisitions

XN
\’, Governance & Intermal Control
X ’

Accounting Ops

Treasury Ops

— Person —— Position
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Is this a better way to read the data?

Person Position

Functional Leadership 2 3

Risk Management 1.7 2.3
Structured Finance 1.4 2

Mergers & Acquisitions 1.3 1.8
Governance & Internal Control 1.9 3.2
Accounting Operations 2.1 3.9
Treasury Operations 0.8 2.1
Management Information & Business Decision Support 2.2 3.1
Business Planning & Strategy 1.8 3.2
Finance Contribution to IT Management 1.6 2.3
Commercial Activities 1 2

Taxation 1.4 2.1
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ISO 14289: Universal Accessibility
PDF/UA is a technical specification intended for developers implementing PDF writing and
processing software,
PDF/UA provides definitive terms and requirements to allow people with/without disabilities
the same rights,

For those equipped with appropriate software, conformance with PDF/UA ensures
accessibility for people with disabilities who use assistive technology such as screen readers,
screen maghnifiers, joysticks and other technologies to navigate and read electronic content.
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PAdES

ETSI TS 102 778: PDF Advanced Electronic Signatures
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Integri

DE STANDAARD
MAANDAG 17 JUNI 2013

| paid a forged invoice
and lost S40K!

OPLICHTING

30.000 euro kwijt door valse factuur

17

Eddy Haerens dacht dat hij
30.000 euro overschreef naar
de rekening van zijn aannemer.
Maar de oplichter had de
factuur van de aannemer
perfect nagemaakt en er een
ander rekeningnummer
bijgezet, zo bleek.

LEEFDAAL | Eddy en Ludwine
Haerens uit Leefdaal hadden een
nieuwbouwappartement gekocht.
Ze betaalden de aannemer in

schijven.

Maar bij de achtste factuur liep
het grondig fout. Een oplichter
onderschepte de factuur, scande
het document in en maakte het

‘Het was magmrnl gedaan. Het
logo van de aannemer, het blauwe
kader om de beuchmvmg van de

lettertjes en quenies onderaan:
de factuur leek perfectop de voor-

merkt, was dat de oplk:lwer hetre-
keningnummer had vervangen.
Daardoor schreef het be-

drag van de factuur (mdﬁom) i

niet over op de rekening van de
aannemer, maar op die van de

De gedupeerde Eddy Haerens werd geraffineerd opgelicht. = o

et bl dezeltd e
“Twee weken later werden we op
de hoogte gebracht van het be-
drog. Maar toen was het al te laat.
Onze centen, zo vernamen we ach-

teraf, waren daags nadien in één
ruk naar Thailand doorgesluisd.

Bank moet niet controleren

Haerens ging ervan uit dat de
bank wmroleerde of het reke-

aandebeg'unsdgd!wdeom-

schrijving.
Maar de bank zegt damoe niet
wettelijk verplicht te zijn en dus

Slachtoffer krijgt
zijn geld niet terug
van dé bank

piet juridisch aansprakelijk te
zijn. Het gerecht heeft inmiddels
een onderzoek opgestart om de
fraudeurs op te sporen.

Zo voorkom je fraude

Febelfin, de federatie voor de Bel-
gische financiéle “sector, heeft
weet van maar één gelij

voorval in de voorbije drie jaar.
‘Als je een groot bedrag wil over-
schrijven, is het raadzaam na te
gaan of het rekeningnummer op
de factuur het juiste is. Bij twijfel
contacteer je het best de leveran-
cier of aannemer’, luidt het advies
van Febelfin.
De federatie bevestigt dat banken
niet verplicht zijn te controleren
of het rekeningnummer en de
naam van de begunstigde samen-
horen. ‘Met vijf tot zes miljoen
overschrijvingen per dag in Belgié
is dat onhaalbaar’, zegt woord-
voerder Bob De Leersnyder.
De familie Haerens kan haar geld
00k niet terugvorderen omdat er
geen sprake is van een vergissing.
“Neen, want hier is sprake van ge-
organiseerde fraude, zegt De Leer-
snyder. ‘Een factuur is vervalst en
het slachtoffer heeft te goeder
trouw de bank opdracht gegeven
het bedrag te storten op een be-
staand, correct rekeningnummer,
De bank heeft dus gedaan wat ge-
is!
‘Komt daarbij dat de rekening wel-
licht niet van de fraudeur is maar
van een tussenpersoon. Er is dus
een keten gecrederd, wat alles nog
maakt. D di
muilezel die zijn rekening uitleent
voor dergelijke praktijken, moet
wel beseffen dat hij vervolgbaar
en strafbaar is! (dhs)
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Authenticity

Why am |, Emperor Constantine |,

in this picture? | never transferred
authority to the Pope!

.._:g““‘! !_Lj.i'!‘_. h?;r;a

|| enersmenasp)
W5 .
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Non-repudiation

| didn’t do it!
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Business requirements for signatures

One author signature, multiple approval signatures

F step_4 signed_by_alice_bob_carol_and_dave.pdf - Adobe Reader

@@@E‘% ‘,G‘E Tnnls;Sign

% Certified by Alice Specimen, Unknown, certificate issued by Alice Specimen. Signed and all signatures are valid. Document was updated after signing. Open Signature
Panel to view the document change history.

*

[L] | signatures ] o
& B~ Validate All Written by Alice |
. ® Certified by Alice Specimen Digitally signed by Alice Specimen
%+ || @ Rev.2: Signed by Bob Specimen Date: 2012.08.12 11:26:21 GEST : . .
Form Fields Filled In For approval by Bab File Edit View Window Help *
167 # & Rev. 3: Signed by Carol Specimen Read and Approved by Bob T create - | @ B & @ > e m e ‘ E
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&) Rev. 4: Signed by Dave Specimen Digitally signed by Bob Spacimen o N @ =@ -1 Tools | Sign | Comment
P o Date: 2012.08.12 11:26:21 CEST
ument Loc] E i .
For approval by Carol @ At least one signature is invalid.

Read and Approved by Carol
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Digitally signed by Carol Specimen Validate All .
Date: 2012.08.12 11:26:21 CEST _ gl SOned oY jaice Spedmen
{Certified by Alice Specimen
For approval by Dave 7 Rev. 2: Signed by Bob Specimen For approval by Bob
Read and Approved by Dave Form Ficlds Filled In Read and Approved by Bob
Rev. 3: Signed by Carol Specimen
Digitally signed by Dave Specimen Form Ficlds Filled In B'{g‘;ﬂ%ﬂg’l;g‘azﬂ%"gg%%“ggg?
Date: 2012.08.12 11:26:21 CEST o -
Rev. 4: Signed by Dave Specimen
~anee For approval by Carol
Form Fields Filled In Changed by Chuck
Document Locked by sigd
Digitally signed by Carel Specimen
Date: 2014.09.10 16:29:53 CEST
For approval by Dave
Read and Approved by Dave
Digitally signed by Dave Specimen
Date: 2014.09.10 16:29:53 CEST
v

FAEREEE
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Chronology of the standards

ISO:
ISO-32000-1 (2008) based on PDF 1.7 (2006),
ISO-32000-2 defines PDF 2.0 (2017).
ETSI: TS 102 778 (2009 - 2010):
PAdES 1: Overview,
PAdES 2: Basic — CMS based (ISO-32000-1),
PAdES 3: Enhanced — CAdES based (ISO-32000-2),
PAdES 4: LTV — Long Term Validation,
PAdES 5: XAdES based (XML content),
PAdES 6: Visual representation guidelines.
ETSI: TS 103 172 (2011 - 2013):
PAdES Baseline Profile.
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ISO 32000-2: New version of the core PDF standard
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Cleaning up 1SO 32000-1

23

Detailed technical review,
Provide clear references to other specifications
Refer to newer versions of other specifications (e.g. Unicode 4.0 -> Unicode 8.0),

Avoid duplication of information available in new or existing RFCs, ISO standards, etc.
(e.g. XMP is an ISO standard since 2012),

Ensure that all reference materials are available (e.g. no more links to a web sites that
no longer exist).

Open vendor-neutral, non-proprietary standardized technologies,
E.g. remove all references to “Adobe” (no more “Reader-enabling”).

Correct typos, errors (e.g. ColorDodge and ColorBurn blend mode formulas)

and inconsistencies (e.g. fix wrong examples).
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Substantially rewritten for PDF 2.0

10.1 - 10.3: Rendering

11: Transparency

12.8: Digital Signatures
14.3: Metadata

14.8: Tagged PDF

14.9: Accessibility support
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PDF 2.0 is more demanding

25

File IDs are no longer optional, but required,

Length (/L) required for inline images,

Restricting the visual appearances of a signature field to one and only one,
Every byte shall be signed by the signature (except for the signature itself),
Appearance streams (/AP) are now required for annotations,

Making optional entries in a Type 1 font dictionary required in PDF processors,
Only 256-bit AES encryption is allowed,

How standards drive business l

xXT



New features in ISO 32000-2

Unencrypted wrapper,

Rich Media annotations, 3D annotations (PRC), projection annotations,
Geospatial features,

PAdES functionality (CAdES signatures, DSS, LTV),

Namespaces for Tagged PDF,

Pronunciation hints,

Document parts, fragment identifiers,

Associated files,
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Deprecated in PDF 2.0

The XML Forms Architecture (XFA)

“NeedAppearances” (Appearances are mandatory)

Movie and sound annotations (replaced by Rich Media annotations)
Info dictionary (replaced by XMP)

Assistive technology restrictions via DRM

PostScript aspects: ProcSet, PS Xobject

CharSet for Type 1 fonts; CIDSet for CID fonts

Page-piece dictionaries

OS-specific file specifications

SHA-1 for security; all encryption algorithms except AES-256
Security handlers adbe.pkcs7.shal and adbe.x509.rsa_shal
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Next-generation PDF

What comes next?



A challenge: PDF on devices

o =
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The problem with PDF on devices

30

Page

1

https:/f'www.draw.io

00O
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Technical Working Group

Organized by the PDF Association,

Different participants work together on the spec:
Adobe
iText
Callas
Accessibil-IT
Dual Lab

Broad and open industry participation.
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Premises and concepts

Premises:
Fully compliant with PDF 2.0,
Relies on properly tagged PDF (the PDF needs to be accessible),
Preserve the qualities of PDF: reliable, portable, self-contained, secure,...
Enable presentation adaption to the circumstances and device used to render the PDF,
Extend PDF into a variation of new and different workflows and use cases.

Concepts:

Derivation from Tagged PDF: standardized model for representing PDF content as HTML,
Logical reading-order, Semantic appropriateness, Distinction from artifacts,
Using namespaces, standard structure elements (tags), unambiguous rules,
Associations with embedded or external files, e.g. for alternative representations, images,...

Support the Open Web Platform (OWP) technology in derived HTML content.
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No more pinching and panning: easy derivation of PDF content to HTML5
Device-optimized navigation: “responsive” PDF

Rich user preferences in a device-optimized context:
Support for Media Queries: for screen (which size?), for print,...
Different CSS files can be applied to the same content.
Search operates flawlessly,
Introduction of improved interactivity in PDF:
E.g. traditional PDF form fields can be replaced by sliders, resizable text areas,...
Using the best of both worlds: PDF and HTML5

How standards drive business
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Following Government rules

34

Accessibility is required in the US, EU, Canada, Australia,...

Currently, there’s support for HTML in Assistive Technology, but much for PDF,
PDF as a file format is still crucial in Government agencies,

But governments also prefer “technology-neutral” specifications such as WCAG 2.0
Users will have the choice: consume as PDF or consume as HTML,

No need for the government to give up on PDF,

For broad consumption, the derived (and accessible) HTML may be used.
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Summarized

Mobile-friendly representation of PDF documents,

Improved navigation:
Richer table of contents,
Collapsible headings,...

Improved Search capabilities,
Interactive “smart” objects,
Leverage embedded Associated Files.
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Implementation

Specification still under development,
Desire to have at least three vendors with a commercial implementation,
iText wants to be one of these vendors,
Ongoing iText projects with respect to Next-Generation PDF:
Working with Adobe to create well-tagged PDFs for testing purposes,
Working with Dual Lab to derive HTML from PDF,
Working on better HTML to PDF conversion (pdfHTML + the iText DITO project).
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Thank you!
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