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What is redaction?

Process of cleaning your PDF of sensitive data
Social security numbers

Phone numbers

Bank account details

Healthcare information

Proprietary information
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Proprietary information

Trade secrets

“Absolute” removal of sensitive data 
Recreating redacted content should not possible



Case of Paper Documents

For paper documents, Redaction meant :
Printing a document

Blacking out the necessary information 

Making a photocopy of the document

Information that gets covered by black ink is actually gone

Fits the basic idea of “covering up data”
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Fits the basic idea of “covering up data”
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Case of PDF document

Pdf contain instructions for rendering the document
Drawing a black rectangle DOES NOT erase text-rendering instructions

Covering up information no longer works

Actual removal/replacement is needed
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pdfSweep : What does it do?
Removes data and the metadata

Content does not reflow

Redacted content is (typically) replaced with colored rectangle
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Case of PDF document

Redaction Problems
Text rendering instructions do not need to appear in logical (reading) 
order

These do not always constitute complete words

Images can be defined as a series of drawing operations

Images can be added to a pdf document under many formats
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Images can be added to a pdf document under many formats

Presence of meta data : Subset of Fonts embedded *
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Example input
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Example output
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Redaction methods

Redaction Rectangles

Redaction Annotations

Regular Expressions (AutoSweep)
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Regular Expressions (AutoSweep)



Redaction Rectangles

Specify dimensions of the Rectangle to erase, programmatically

Specify page/pages to redact

Specify redaction rectangle color

1. Rectangle region = new Rectangle(300f, 370f, 215f, 270f);
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1. Rectangle region = new Rectangle(300f, 370f, 215f, 270f);

2. int page = 1;

3. PdfCleanUpLocation loc = new PdfCleanUpLocation(page, region, color);

4. PdfCleanUpTool cleanupTool = new PdfCleanUpTool(pdf);

5. cleanupTool.addCleanupLocation(location);

6. cleanupTool.cleanUp();



Redaction Annotation

Specify document, already marked with annotation rectangle
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Auto-sweep Process

Matched 
expressions + 

Regular Text information 
Document is 
processed, all User specifies 
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expressions + 
text rendering 
information = 

redaction 
rectangles

Regular 
expressions are 

matched

Text information 
is put in logical 
reading order

processed, all 
text related 

information is 
stored

User specifies 
regular 

expression
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Text Redaction : AutoSweep

Using Regular expressions Based Cleanup Strategy 

Specify the text pattern to match

Specify the color of redaction rectangle

CompositeCleanupStrategy strategy = new CompositeCleanupStrategy();

strategy.add(new RegexBasedCleanupStrategy("Tony( |_)Soprano"));

strategy.add(new RegexBasedCleanupStrategy("Soprano"));
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strategy.add(new RegexBasedCleanupStrategy("Soprano"));

strategy.add(new RegexBasedCleanupStrategy("Sopranos"));



Extensibility
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Introduction to pdfCalligraph

iText add-on product

Commercial License required

Correct character Rendering 

Non Latin language
Thai

Arabic
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Arabic

Hindi etc



Thank You!
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Log on to http://itextpdf.com/

Log on to http://developers.itextpdf.com/

http://itextpdf.com/
http://developers.itextpdf.com/
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